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ABSTRACT

Title: Depth based Fog Assisted Data Collection Scheme for Time-Critical 1oUT
Applications

The Internet of Underwater Things (IoUT) has emerged as a game-changer for underwater
applications, with acoustic waves as its go-to communication medium. On the surface, radio
signals dominate communication between sinks and onshore control centers. The fusion of
IoUT with Fog Computing offers a robust platform for dynamic applications, from pipeline
management to large-scale emergency responses and underwater infrastructure monitoring.
Sink node delays in lIoUT are primarily due to limited processing power, especially concerning
routing protocols. Furthermore, redundant packet transmission, while forwarding data, not only
escalates energy use but also introduces delays. The developed scheme is called Depth-based
Fog Assisted Data Collection (DFDC) scheme for time-critical Internet of Underwater Things
(IoUT) applications. DFDC leverages fog computing to ease the load on sink nodes, slashing
packet delays to onshore control systems. Moreover, it deploys a strategy to curb redundant
transmissions, enhancing latency and energy efficiency in the data forwarding process for
ordinary underwater sensor nodes. DFDC is compared with a High-Availability Data Collection
Scheme based on Multi-AUVs for Underwater Sensor Networks(HAMA) and Data Gathering
algorithm for Sensors (DGS). Through extensive simulations and analysis, this research
demonstrates that the DFDC protocol outperforms both HAMA and DGS in terms of reducing
packet delivering ratio, conserving energy, and minimizing redundant data transmission. These
findings underscore the potential of DFDC as a groundbreaking solution for improving
underwater communication, promising more efficient and reliable data transmission in
underwater scenarios. This study contributes valuable insights that can shape the future of

underwater communication protocols.

Keywords: Internet of underwater things (loUT), Fog Computing, Data Collection, Routing

protocols, Delay.
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CHAPTER 1

INTRODUCTION

1.1 Overview

The concept of the Internet of Underwater Things (IoUT) has gained significant traction
recently due to its applicability in a wide array of underwater applications, including monitoring,
navigation, surveillance, and tracking, spanning various environmental, industrial, and military
sectors. The growing interest in these applications has spurred research efforts aimed at developing
routing protocols tailored for underwater environments characterized by acoustic communication.
Over the years, numerous underwater routing protocols have been proposed to offer efficient
mechanisms for sensing, gathering, and transmitting data to onshore control systems while keeping

overhead to a minimum.

However, the unique conditions prevalent in underwater environments present a host of
challenges when it comes to designing routing protocols that are both dependable and efficient.
This research is driven by the need to tackle three primary issues. Firstly, it seeks to address the
issue of elevated energy consumption during the information distribution phase. Secondly, it aims
to mitigate the problem of prolonged end-to-end delays encountered during route planning and data
forwarding phases. Lastly, it focuses on enhancing network lifetime, a factor that significantly

influences network performance.



1.2. Motivation

Humanity has long been attracted by the aquatic environment, which also provided an
important source of food, a means of transportation, and a storehouse for a variety of natural
resources (such as coal mines, salt, and natural gases) [1]. Water is necessary for human living,
thus despite the advancement of science and technology, it wasn't until the 20th century that
genuine exploration of the previously unexplored underwater world started. It has been researched
to understand the causes of natural occurrences like hurricanes, sea storms, tsunamis, etc. as over
10% of the earth's surface is covered by water [2]. Understanding the part that oceans play in
climate change over inhabited land is vital. However, the hostile maritime environment (including
high water pressure and extreme temperatures) and other unforeseen circumstances make
unmanned exploration with the capacity for self-configuration and communication necessary [3]
Unmanned exploration has led to the use of automated underwater sensor network technology and

loUT communication protocols.

The loT (Internet of Things) has been used more and more in recent years in a variety of
industries, including smart manufacturing, smart cities, intelligent transportation, environmental
monitoring, and security systems [4-6], The Internet of Things (1oT) is made up of wireless and
network edge device technologies [7, 8]. Mobile devices and mobile apps are becoming more and
more essential to daily life as a result of the swift advancements in wireless technologies and mobile
devices [9, 10]. They also provide tremendous possibilities for the future of Mobile Edge
Computing (MEC) [10]. As a result, MEC can offer quicker service responses and lessen loT
network congestion [11]. Similarly, the underwater wireless sensor networks (UWSNSs) are
currently undergoing a robust development process due to the quick advancements in edge devices
and wireless technologies[12].The conventional multi-hop data gathering techniques have some
drawbacks in UWSNSs, including excessive power consumption, severe power unbalance, and
others.[13] In order to address issues with energy consumption imbalance, mobile edge elements—
such as an autonomous underwater vehicle, or AUV—are now frequently deployed in underwater
data collection[14].UWSNs are frequently utilized in supplemental navigation, the discovery of

ocean resources, and the monitoring of the underwater environment. These applications are in great



demand, but for them to perform well and gather data properly, this technology must be upgraded
[10].

In the UWSNSs, data collection is a crucial area of study. The acquired data is prone to loss
when being transmitted over long distances by wireless signal in UWSNSs. Sensor nodes need to
transfer the data they have collected to the receiving node, which requires multi-hop routing, which
uses a lot of energy [15]. Additionally, it is challenging to recharge the underwater movable edge

components' battery. Therefore, the issue of how to lower nodes' energy usage has become critical.

Multiple sinks are utilized to reduce energy use while transferring data to the sink. There is
no need for numerous hops because there are many sinks, which minimizes the distance from the
node to the sink. By reducing the amount of distance the detected data must travel, many sinks

significantly minimize energy consumption [16], but it has its own deployment drawbacks.

Data gathering and processing take a long time because it is difficult to operate computing
equipment underwater and most aquatic locations lack high-speed connectivity capabilities. As a
result, the scope and sophistication of 10T applications that can use these data are constrained [17].
To help address these concerns, intermediate data centers, also referred to as fog computing, are
developed and implemented, between the end user (EU) and the cloud data center (DC) [18]. One
of the most promising technologies for underwater sensor networks is fog computing. The purpose
of this fog layer is to bring the processing operation closer to the edge of the network and to reduce
response time for the EU. To address the concerns of latency and response time, by relocating
networking, storage, and compute to the network's edge, where data is generated, a dispersed
computing architecture known as "fog computing” is possible [19]. Fog computing technology
offers numerous benefits for bolstering Internet of Underwater Things (IoUT) applications [20].
These advantages encompass enhanced support for low latency, mobility, location awareness,

scalability, and seamless integration with other systems, notably cloud computing [21].



1.3 Underwater Scenario Environment

The Internet of Underwater Things (IoUT) has recently gained significant attention due to its
versatility in enabling various underwater applications, including monitoring, navigation,
surveillance, and tracking, across diverse environmental, industrial, and military domains. This
heightened interest in IoUT applications has spurred research endeavors focused on the
development of underwater routing protocols designed for acoustic communication mediums. Over
the years, numerous underwater routing protocols have been proposed, featuring streamlined
mechanisms for sensing, data collection, and transmission to onshore control systems, all while

striving to minimize overhead.

Nonetheless, the inherent conditions of the underwater environment pose formidable
challenges in the quest for the design of dependable and efficient routing protocols. The impetus
driving this research lies in the necessity to confront several pressing issues. Primarily, it seeks to
address the quandary of excessive energy consumption during the information distribution phase.
Secondly, it endeavors to alleviate the problem of protracted end-to-end delays encountered in both
route planning and data forwarding phases. Lastly, it is dedicated to enhancing network longevity,

a pivotal factor significantly influencing network performance.

Numerous designs and strategies for the deployment of underwater sensor networks have been
proposed in the literature, as evidenced by references [22], [23], [24], [25]. The deployment
techniques can be categorized into two primary classes. There are two main classifications for
wireless sensor nodes. The first classification is based on their motion characteristics, which can
be categorized as either mobile or stationary nodes, or a combination of both known as hybrid
nodes. The second classification is based on the coverage space of the nodes, which can be either
two-dimensional (2D) or three-dimensional (3D) in nature [26]. The diagram presented in Figure
1.1[27] depicts the deployment of several sensor nodes in order to establish underwater acoustic
wireless sensor networks. Anchor nodes refer to nodes that are affixed to a cable at the seabed
through the use of anchors, while retaining the ability to move vertically within the cable's length.



The acquisition of data from specific sites through the utilization of anchor nodes and
autonomous underwater vehicles (AUVSs) offers notable advantages in terms of localization or
establishing a point of reference for the nodes. In many instances, ordinary sensor nodes are
deployed in submerged environments and possess the ability to freely navigate in accordance with
the water currents. In contrast, alternative underwater routing protocols, such as the Information
Carrying Based Routing Protocol (ICRP) [28], similarly rely on stationary sensor nodes. The
primary purpose of these common nodes is to employ acoustic modems for the purpose of
detecting, collecting, and transmitting the acquired data towards the sink. Although sink nodes are
commonly stationary and positioned on the water's surface, it should be noted that this is not

universally true [29].
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Figure 1.1: Different types of node deployment in UW-ASN [27]

Most sink nodes are equipped with both radio and acoustic modems. Acoustic modems are
employed for the purpose of engaging ordinary underwater nodes, whilst radio modems facilitate
inter-sink communication and enable interaction with onshore control centres. In order to transmit
supplementary gathered data to a remote data centre for the purpose of data processing, on-site data
collection centres employ either terrestrial or satellite connectivity.



1.4 Applications of loUT

The Internet of Underwater Things (1oUT) is seen as a hopeful solution for dealing with the
tough underwater conditions, where many sensor nodes need to work together. These applications
are designed to tackle the difficulties of the underwater world. Some of these applications include
underwater exploration for finding resources like oil or minerals, monitoring and controlling
underwater pipelines, and setting up networks of optical cables for fast data transfer. Presented here

is a concise overview of few of these applications:

1.4.1 Disaster Prevention

The integration of the Internet of Things (loT) into disaster prevention holds immense
promise for coastal regions facing seismic threats like earthquakes. 10T applications have the
potential to provide continuous monitoring of critical environmental factors like soil stability,
temperature variations, and atmospheric conditions. These applications, equipped with strategically
placed sensors, could rapidly detect impending disasters and trigger immediate alerts. Coastal
areas, which are often susceptible to seismic events and ensuing tsunamis, stand to benefit
significantly from such systems. These timely warnings empower both individuals and authorities
to take swift and informed actions, including initiating evacuation plans, alerting emergency

services, and safeguarding critical infrastructure.

1.4.2 Environmental oceanic monitoring

The monitoring of the, fluctuations in the maritime environment, and the provision of
weather forecasts. The UW-ASN system is widely regarded as a potentially effective approach for
the surveillance of chemical, biological, and nuclear contaminants, as well as for the monitoring
and research of aquatic fauna. The safety and detection of leaks in oil and gas pipelines are

considered to be crucial applications in contemporary society. The increase in pipe length is



positively correlated with heightened security risks and the requirement for enhanced monitoring.
The security risk and monitoring significance are heightened by the considerable length of an

undersea pipeline, which sometimes spans several miles [31].

1.4.3 Underwater exploration

The adoption of underwater exploration techniques, specifically harnessing the capabilities
of 1oUT (Internet of Underwater Things), represents a promising avenue for identifying and
evaluating subterranean reserves of oil, gas, and valuable minerals. Additionally, these advanced
underwater devices can serve a pivotal role in overseeing and managing complex oil and gas
pipelines, ensuring their optimal operation and maintenance. Furthermore, the 1oUT technology
can be instrumental in deploying extensive optical cable networks for high-speed digital data
transmission across aquatic environments, opening up new possibilities for efficient and secure

data connectivity in underwater domains.

1.4.4 Tactical Surveillance and Targeting

Oceanic sampling in the Internet of Underwater Things (IoUT) can be effectively conducted
through the utilization of Autonomous Underwater Vehicles (AUVs). This enables the
comprehensive and collaborative collection of samples from the three-dimensional oceanic
environment. The IoUT is capable of performing tactical surveillance, targeting, and incursion
detection inside a three-dimensional underwater environment through the utilization of
Autonomous Underwater Vehicles (AUVS). In underwater surveillance exhibits superior
performance compared to traditional terrestrial radar systems when it comes to detecting low

signature targets [13].



1.4.5 Assisted Navigation

Leveraging the power of the Internet of Underwater Things (IoUT) facilitates precise and
efficient navigation, detection, and support for submarines and ships. This technology enhances
maritime operations by providing advanced navigation assistance, enabling submarines to navigate
safely and effectively through complex underwater environments. Additionally, IoUT aids in the
detection of potential hazards and obstacles, further enhancing maritime safety. Overall, loUT
plays a crucial role in modernizing and streamlining underwater navigation processes, contributing

to the effectiveness and security of submarine and ship operations.

1.5 Constraints in UW-ASN

In recent years, interest in underwater sensor networks as a developing field has grown
quickly [32], [33]. On the one hand, underwater sensor networks enable a variety of aquatic
applications, including the gathering of oceanographic data, the monitoring of pollutants, offshore
exploration, and tactical surveillance applications. On the other hand, the unfavorable underwater
circumstances present significant obstacles to effective networking and communication. Due to its
rapid attenuation in water, radio does not function effectively in underwater conditions. Acoustic
channels are therefore frequently used. Acoustic signals travel through water at a speed of around
1.5*10% m/s, which is five orders of magnitude slower than radio waves at 3*108 m/s. In addition,
a variety of variables, including path loss, noise, multipath fading, and Doppler spread, have an
impact on underwater acoustic channels. All of these increase the likelihood of errors in acoustic
channels. In summary, underwater acoustic channels have a high error probability and a long
propagation latency. It is exceedingly difficult to offer energy-efficient, dependable data transport
for time-critical applications (such pollution monitoring and submarine detection) in such

demanding network settings [17].

First, it is challenging to satisfy the latency requirements with traditional retransmission-

upon-failure techniques. Simple example: If two nodes are 500 m apart, the propagation delay will



be around 500/1500=1/3s. For some time-sensitive applications, even a single retransmission after
a failure will impose an additional delay of at least 1/3 * 2= 2/3s. Thus, fewer or no retransmissions
are preferred to achieve specific latency requirements. Conversely, when retransmission is reduced
or eliminated, it often necessitates boosting the transmission power of each node to achieve a
desired level of communication reliability by reducing the end-to-end packet error rate [17]. This,
however, frequently results in increased energy consumption, which lowers the network's energy
efficiency. Since underwater nodes are often powered by batteries, whose replacement or
recharging is highly difficult, if not impossible, in hostile underwater settings, underwater sensor
networks are considerably more energy-constrained than their terrestrial counterparts [33].
Therefore, one of the most crucial design factors for underwater networks is reducing overall

energy usage.

Therefore, when developing routing protocols for incorporating them, it is crucial to consider
the limitations of the auditory medium. The conversion of radio channels to acoustic channels has
a negative impact on the performance of standard wired and wireless routing algorithms. New
routing protocols and algorithms are therefore required that can support real-time applications and
the harsh underwater environment while still allowing for efficient communication. In conclusion,
a new transmission method that has a low latency and good energy efficiency is ideal for

underwater sensor networks where time-critical applications are required.

1.6 Problem Background

Ensuring reliable data transmission for time-sensitive applications while conserving energy
poses a noteworthy challenge due to the prolonged propagation delay and increased error rates
characteristic of acoustic channels. A non-manned solution, like routing protocols, is required for
efficient data collection and monitoring for real-time applications used in large-scale environments.
A network where nodes may effectively connect with one another using acoustic wireless networks
while also being capable of data relaying and communication with an offshore control system. This

means that the communication overhead must be limited by a minimum threshold in order to
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increase network lifetime in terms of energy and prevent additional delay in the slower acoustic

medium.

A balanced energy usage should be taken into account when designing a data gathering and
forwarding method in order to increase the network lifespan [30]. Multiple studies have provided
evidence that the utilization of routing protocols involving autonomous underwater vehicles
(AUVs) for data collection is an effective strategy to achieve lower and more evenly distributed
energy consumption [27]. In this approach, AUVs, either singly or in multiples (multi-AUVS),
traverse the network to collect data from the sensor nodes [34]. Importantly, the nodes do not rely
on long-distance and multi-hop communication to transmit data to a sink. This strategy aims to
achieve reduced and balanced energy consumption, consequently extending the network's lifespan,
they send data using AUVs based on short-range communication. When creating a routing system
for AUVs, two crucial factors need to be taken into account. These include the AUVS' mobility
model and the nodes' method of data transfer [32]. Although AUV applications have advanced
UWSNs, employing them for data collection presents a number of difficulties. For instance, the
network is disrupted when an AUV fails to provide data collecting service, which affects the
accuracy and causes delay of the timing for nodes to gather data. AUVSs are also unable to function
correctly due to the complex and dynamic underwater environment. In order to overcome these
difficulties, a multi-AUV-based high-availability data gathering strategy (HAMA) for UWSNs was
developed [35]. The average delay is greater for HAMA, though.

One of the most significant challenges in these networks is successfully utilizing this energy
because underwater network nodes have limited battery capacity. The delivery of routing services
while using less energy during operations like message transmission and reception, interference
reduction, error reduction, and error rate reduction is what is meant by energy efficiency in routing
protocols [36]. There are few protocols which spend too much work creating the distribution path
for information [37], examples include: H2 -DAB and R-ERP2R.The backup pathways that former
protocol never utilizes are kept [38]. On the other hand, it uses uncontrolled flooding, in which
every new item of information received at a node, such as a distance, is disseminated throughout

the network. Underwater network protocols include a considerable propagation phase that creates
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a conduit for data delivery. These protocols overload networks with unnecessary traffic that either

isn't needed for data transfer or isn't required to establish up a data channel [37].

1.7 Problem Statement

In the realm of underwater communication, the deployment of Internet of Underwater
Things (IoUT) nodes presents a unique set of challenges due to the inherent limitations of these
nodes. 1IoUT nodes are equipped with constrained resources, including limited battery power,
storage capacity, and computational capabilities. These constraints stem from the harsh and

resource-scarce underwater environment in which they operate.

One of the central challenges faced by 10UT networks is the scarcity of sink nodes. Sink nodes
play a pivotal role in collecting data from distributed sensor nodes and relaying it to on-shore
control systems. In underwater environments, the mobility of sensor nodes introduces complexities
in acoustic communication. When intermediate nodes are required to relay data over extended
distances, it can lead to significant delays in data forwarding, which can be detrimental to real-time

applications and decision-making processes.

Ensuring reliable data transmission in underwater environments requires nodes to expend
additional energy, primarily due to challenges associated with acoustic communication and the
need for data to traverse varying depths and distances. However, underwater nodes operate within
stringent energy constraints, and recharging or replacing their batteries is a complex and costly
endeavor. As a result, developing energy-efficient routing protocols tailored explicitly for

underwater scenarios is of paramount importance.

Traditional routing protocols, which are well-suited for land-based wireless sensor networks,
are ill-suited for underwater sensor networks. The underwater environment introduces factors such

as long propagation delays, high mobility of nodes, restricted bandwidth, multipath propagation,
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and the Doppler Effect, all of which have a profound impact on communication and routing. These

factors necessitate the creation of routing strategies that are adapted to the underwater context.

Furthermore, underwater nodes often engage in re-transmissions of data packets due to
communication challenges, which exacerbates energy consumption. This underscores the need for
a data gathering strategy that not only optimizes energy usage but also minimizes transmission
delays. In essence, the unique characteristics of underwater environments, including limited
resources, communication challenges, and the need for energy efficiency, call for tailored solutions
that can fully harness the potential of IoUT applications in underwater domains. Developing and
implementing such solutions is vital for advancing the capabilities and effectiveness of underwater

sensor networks.

1.8 Research Questions

The main research questions pertaining to this study, based on the enumerated research objectives,

are as follows:

e What measure should be taken to avoid higher delay caused by low processing capabilities of

sink and energy consumed by intermediate sink nodes in re-transmission attempts?

e How can redundant packet forwarding by ordinary underwater nodes be reduced and energy
consumption be improved?

1.9 Aim of Research

The development of effective data gathering schemes in the context of Underwater Acoustic
Sensor Networks (UASNS) is beset by numerous intricate challenges. These challenges stem from
the unique characteristics of underwater environments, including prolonged signal propagation

times, the inherent mobility of underwater nodes, bandwidth limitations, the existence of multiple
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transmission paths, and the impact of the Doppler Effect on signal frequency. In light of these
challenges, this research endeavors to introduce an innovative underwater sensor cloud system
underpinned by fog computing technology, with a particular emphasis on addressing the demands
of time-sensitive underwater (I0UT) applications.

Fog Computing, as an expansion of the conventional Cloud Computing model, offers the
potential to bring computing and processing of data capabilities nearer to the network's periphery.
This paradigm shift paves the way for an entirely new generation of applications and services [10].
Fog Computing is characterized by several defining features, including minimal latency and
location awareness, extensive geographical coverage, support for mobility, a high number of
network nodes, a strong emphasis on wireless connectivity, a prevalence of streaming and real-
time applications, and a heterogeneous network environment. This architecture departs from the
conventional setup of underwater sensor networks, which typically involve either a single central
sink node or multiple such sinks. The proposed approach seeks to establish a mechanism wherein
vehicles can collaboratively change their pseudonyms, particularly when they share estimated

locations.

Within this architectural framework, fog nodes play a pivotal role. These nodes are equipped
with substantial computational and storage capabilities, enabling them to execute critical tasks such
as data processing, dimension reduction, and redundancy elimination. They perform these
operations on data collected from ordinary sensor nodes, which may have limited computational
resources. Once the data is processed and compressed, fog nodes facilitate its transmission to a
central surface sink node [39]. This central sink node, acting as an intermediary, is responsible for
relaying the data to the cloud computing center. Moreover, this research project aims to devise a
depth-based fog-assisted data collection protocol tailored explicitly to the needs of time-sensitive
IOUT applications.

In essence, this research represents a significant stride toward enhancing the efficiency and
effectiveness of underwater sensor network protocols. By leveraging the capabilities of fog

computing and addressing the unique challenges posed by underwater environments, this approach
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has the potential to revolutionize data collection and processing in the realm of UASNSs, ultimately

benefiting a wide array of applications in underwater monitoring, exploration, and surveillance.

1.10 Research Objectives

e Todesignand develop a scheme that improves delay occurred at sink node when forwarding
packets to onshore control systems.
e To design and develop a scheme to reduce redundant packet transmission by ordinary

underwater nodes to improve energy consumption

1.11 Thesis organization

This thesis' remaining sections are organized as follows: Chapter 2 gives background
information on the subject and goes on to examine related problems with underwater networks.
The existing underwater routing protocols are categorized, and their advantages and disadvantages
are discussed. Additionally, a detailed operational working comparison of the various protocols for

underwater networks is provided.

The research gaps that were used to create and develop the fog-based routing protocol are
finally covered in Chapter 2. In Chapter 3, the design of the depth-based, fog-assisted, reliable, and
energy-efficient routing protocol is covered in detail along with the technique used to create it. It
outlines the issues with the benchmark routing protocols and gives fixes for them. In Chapter 3, the
methodological plan's objectives are clearly explained. Details on the simulation framework, the

channel model, and node energy are provided .



CHAPTER 2

LITERATURE REVIEW

2.1 Overview

In this section, we delve into the background of Internet of Underwater Things (loUT)
vehicles, shedding light on their core concepts and the primary challenges they encounter. We
proceed by conducting a comprehensive review of existing studies in this domain, encompassing
the latest research developments and insights. Subsequently, we draw distinctions between
different categories within loUT vehicles, accompanied by a detailed discussion of their respective

operational frameworks.

Building on this, we engage in a comparative analysis of past techniques and
methodologies, considering their strengths and limitations. This critical evaluation provides
valuable insights into the evolution of IoUT vehicles and their practical applications. Furthermore,
we pinpoint research gaps that persist in the current body of knowledge, highlighting areas where

further investigation is warranted.

Ultimately, this section culminates in a comprehensive conclusion that synthesizes the key
findings and contributions of the entire chapter. Through this structured approach, we aim to
provide a clear and cohesive understanding of the landscape surrounding IoUT vehicles, from their

foundational principles to the latest advancements and the potential avenues for future research.



2.2 Underwater sensor network

This chapter undertakes a critical review of the relevant literature to provide the necessary
background information and establish a solid foundation for the research and material discussed in
subsequent chapters. The demand for underwater applications, Examples of these applications
include oil and gas exploration, disaster prevention, ship navigation support, and intrusion
detection, necessitates the maturity of technology to effectively collect data from underwater
sources. The rapid advancements in 10T (Internet of Things) and wireless technologies have led to
the vigorous development of underwater wireless sensor networks (UWSNs). However, UWSNs
face challenges due to their acoustic channels with limited available bandwidth, variable delay, and
harsh underwater environment. Additionally, the emergence of new applications further

necessitates a comprehensive review and attention to UW-ASN [40].

2.3 Data Collection Schemes for Underwater Sensor Networks

Underwater Wireless Sensor Networks (UWSNs) form a comprehensive monitoring
system, comprising numerous sensor nodes endowed with communication, data collection, and
computing capabilities. Data collection stands as a pivotal domain within UWSNSs and can be
likened to a mobile edge application [44]. Modern underwater applications generate vast datasets,
including high-definition video, audio, and images. However, when transmitting this data over long
distances through wireless signals in UWSNS, there's a considerable risk of data loss. Sensor nodes
collect data that must be sent to a receiving node, often necessitating multi-hop routing, which
consumes substantial energy [18]. Moreover, recharging the batteries of underwater mobile
elements presents a formidable challenge. Consequently, the imperative issue at hand is how to
curtail node energy consumption. Considering the presence of mobile elements specialized in
gathering of data within the network, routing protocols for Underwater Wireless Sensor Networks
(UWSNSs) can be classified into two categories: those that do not involve mobile elements and those

that incorporate mobile elements [35].
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2.3.1 Routing Protocols without Mobile Elements

Without mobile elements, all sensor nodes in underwater sensor networks (UWSNS) are
immobile and unable to move or navigate in the underwater environment. Without mobile
elements, routing protocols transfer data from nodes to neighboring nodes first, then the receiver

continues the process until the data is sent to a sink.
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Figure 2.1: Routing Protocols without Mobile Elements

In the described approach, data is relayed hop by hop, passing from one node to another
due to the limited transmission distance of these nodes. To improve network performance, it's

crucial to implement an efficient routing protocol [35].

In a pressure-based routing protocol [45], the protocol operates without the need for location
information of the nodes. Its primary objectives are to ensure communication which is reliable and
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reduce the usage of energy of the nodes. During the development of this protocol, several factors,
including link quality, depth, and residual energy, were taken into account. The protocol calculates
routing costs based on two main factors: the residual energy of nodes and the overall network
quality. Data transmission decisions are influenced by both the routing cost and the depth of the
source node. This protocol shows promise in improving both network longevity and the successful
delivery rate of packets. However, while it effectively reduces end-to-end delays, it does not
adequately address the issue of excessive computational load on sink nodes, which can result in
higher delays for time-sensitive applications.

The authors proposed a modified version of the Vector-Based Forwarding Protocol (VBF),
referred to as the Vector-Based Routing Protocol (VBRP) [46]. In the context of the VBF protocol,
data transmission between nodes relies on the use of a routing pipe for forwarding information.
Altering the radius of this routing pipe can impact the number of forwarding nodes and
subsequently affect energy consumption. A smaller radius reduces both the number of forwarding
nodes and can significantly influence the packet delivery ratio. To address these challenges, the
Vector-Based Routing Protocol (VBRP) is introduced. In VBRP, the radius of the "pipe" depends
on the underwater network's dimensions and node count. This protocol effectively manages energy
usage among nodes and enhances packet delivery, although it does not fully address network

lifetime and the computational load on sink nodes.

In their study, Wang et al. introduced a protocol referred to as the energy balanced and
lifetime extended routing protocol (EBLE). The primary objective of this protocol is to achieve a
balance in energy consumption while simultaneously prolonging the overall lifespan of the network
[47]. The protocol employs a load balancing mechanism that takes into account the remaining
energy of the nodes, while also streamlining data transmissions through cost-effective routes. In
this system, nodes share information about their positions and remaining energy levels. It maintains
a list of potential forwarding nodes and calculates the cost associated with currently available
nodes. Data is then directed along paths characterized by high remaining energy and low cost. This
protocol successfully reduces energy usage and extends the network's overall lifespan;
nevertheless, it does not specifically address the packet delivery ratio and computational burden on

sink node.
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Ahmed proposed a Clustered-Based Energy Efficient Routing Protocol (CBE2R) for
underwater wireless sensor networks [48]. The primary goal of this protocol is to maximize the
battery life of nodes by employing a clustered approach. The network is divided into seven distinct
layers, and it strategically places stationary courier nodes across these layers, consisting of two
node types: source nodes and ordinary nodes. Source nodes are positioned at the deeper layers of
the underwater environment, while ordinary nodes are dynamically deployed in the lower layer.
The courier nodes are strategically located in the lower level to efficiently collect data from
ordinary nodes. Data gathered by intermediary nodes is then relayed to a central receiver on the
surface via these intermediary nodes. This protocol significantly improves network performance,
extends its overall lifespan, and reduces node energy usage. However, it should be noted that

implementing this network comes with increased costs due to the inclusion of courier nodes.

In reference [49], Wadud introduced a routing system known as DOW-PR, which stands
for DOIphin and Whale Pods Routing system for Underwater Wireless Sensor Networks (UWSNS).
The researchers considered the number of hops from potential forwarding nodes to a sink,
specifically focusing on the first and second hops. The network utilized three distinct types of
nodes, namely sink nodes, relay nodes, and anchoring nodes. The sink nodes are situated at the
surface of the sea, in contrast, the anchored nodes, responsible for gathering data from the
surroundings, are securely positioned at the bottom. Relay nodes, employed for the purpose of data
forwarding, are strategically positioned at various levels within the network. The process of
selecting a route is determined by the disparity in depth between the initial and subsequent hops of
the prospective forwarding pathway. The study reveals that there is an improvement in the packet
delivery ratio and a decrease in the end-to-end delay. Nevertheless, it is important to note that the

expenses related to deploying of heterogeneous networks are comparatively more.

Gomathi and her team introduced a multi-layered routing protocol (MRP) in their study,
aiming to optimize routing for minimizing communication delay and maximizing network lifespan
[50]. This protocol creates a relay pathway for forwarding requests from one node to another until
they reach their destination. The routing path, which accumulates the highest energy usage, is
accountable for data forwarding. Implementing this protocol results in reduced energy consumption

among the nodes, decreased communication delay, and potential enhancements in the overall
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network lifespan. However, it's important to acknowledge that this protocol also presents

challenges related to network lifespan and an increased computational burden on the sink node.

In [51], the authors introduced a routing system that employs fuzzy logic and vector-based
data-forwarding. This protocol considers both location and energy information when establishing
routing paths. It takes into account various parameters, including energy levels and distances,
resulting in favorable performance in terms of energy efficiency, communication delay reduction,

and ensuring communication reliability.

2.3.2 Routing Protocols with Mobile Elements

Mobile elements in underwater sensor networks (UWSNS) refer to devices that can move
on their own or under control in the water. Mobile elements can change positions and move through
the water, in contrast to immobile fixed sensor nodes. In routing protocols employing mobile
elements, data transmission from nodes occurs either via single-hop or multi-hop methods to reach

the mobile element(s), which subsequently relay the data to a sink or onshore control station [35].

The implementation of this routing system, specifically in the context of mobile data
collection, has been observed to result in a notable reduction in energy consumption among the
nodes involved. Additionally, it has been found to enhance the packet delivery ratio. Consequently,
the implementation of this routing system, specifically in the context of mobile data collection, has
been observed to result in a notable reduction in energy consumption among the nodes involved.
Additionally, it has been found to enhance the packet delivery ratio. Consequently, a growing body
of scholars has directed their attention towards the collecting of mobile data, resulting in significant

advancements in this field [35].
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Figure 2.2: Routing Protocols with Mobile Elements

The authors introduced a mobile data collection protocol designed to optimize energy
usage. In this protocol, a mobile surface node is employed to collect data from underwater nodes
[52]. The undersea environment is divided into several sub-zones, and data collection is facilitated
by a mobile surface node through a practical node cooperation protocol. In this collaboration
protocol, a source node broadcasts packets, which are then received by all nearby nodes. If the
destination node does not receive the data successfully, the neighboring node that initially received
the packet from the source node will transmit it to the intended destination. While this protocol
demonstrates relatively low energy consumption, it does impose computational burdens on sink
nodes. The nodes use multi-hop transmissions to facilitate data exchange. Additionally, in the event

of a failure of the surface mobile node, timely delivery of data to a sink is not possible.

In a prior investigation [53], a data collection method was introduced that takes into account
the energy limitations of nodes, aiming to optimize the network’s longevity. This proposed system
is compatible with networks that can handle delays. The network is divided into several sections
based on spatial proximity to the data collection stations. The mobile sink travels across various
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locations, pausing at each to collect data from the nodes. This approach involves modeling the
movement and duration of travel of the mobile sink as an optimization challenge. While the
protocol effectively extends the network's lifespan, it does exhibit shortcomings in case of a mobile

sink failure.

The probabilistic neighborhood-based data gathering approach was proposed [54]. The
technique employs a probabilistic underwater acoustic communication model known as PNLCS-
OA, together with the parameter of data collection distance. The data collection distance is
adaptively adjusted depending on the demand probability. In this approach, an Autonomous
Underwater Vehicle (AUV) is utilized to collect data by the nodes. while computing the probability
of neighborhood coverage, there's no need for the AUV to visit all nodes for data collection. This
method successfully reduces and balances the energy usage of the nodes. Furthermore, if an AUV
failure occurs, the nodes are unable to transmit the sensed data to a sink, rendering the algorithm

non-functional.

In a previous study [55], a data gathering algorithm utilizing a probabilistic neighborhood-
based approach was introduced. This algorithm incorporates a probabilistic underwater acoustic
communication model. An autonomous underwater vehicle (AUV) navigates within the network
and acquires data from the various nodes. In order to minimize network latency, the autonomous
underwater vehicle (AUV) selectively avoids traversing certain nodes. The network is partitioned
into multiple sub-regions, wherein the Autonomous Underwater Vehicle (AUV) navigates to the
central location of each sub-region in order to gather data from the individual nodes. The method
successfully achieves a reduction in energy consumption. However, it fails to address the

processing mechanism in the event of an Autonomous Underwater Vehicle (AUV) failure.

Cheng et al. presented a data gathering protocol for sensors (DGS) along with a data
gathering algorithm (DGA) that takes into account the data's significance [56]. An Autonomous
Underwater Vehicle (AUV) traverses the network and collects data from different nodes. The
collected dataset is classified into two categories: significant data and regular data. Regular data is
directly received by the AUVs, while crucial data is relayed to a sink using multi-hop transmission.

This protocol demonstrates an improvement in the successful packet delivery ratio.
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Simultaneously, the nodes in close proximity to an Autonomous Underwater Vehicle (AUV) have
higher energy consumption rates and exhibit premature failure. Furthermore, the network’s

functionality is compromised in the event of an Autonomous Underwater Vehicle (AUV) failure.

In their publication [57], the authors introduced a data gathering system named 3D-SM.
This system utilizes a mobile sink and three cluster heads for data collection purposes. Both the
mobile sink and cluster heads have mobility within the network. Sensor nodes transmit the data
they collect to the mobile sink and cluster heads based on the spatial distribution of the source
nodes. Eventually, the data gathered from the cluster heads is relayed to the mobile sink. This
protocol has the potential to extend the network's lifespan. However, if the mobile sink or cluster

heads encounter malfunctions or failures, the network becomes non-operational.

The authors, Naveed et al., introduced a routing protocol called AEDG, which utilizes an
Autonomous Underwater Vehicle (AUV) [58]. An autonomous underwater vehicle (AUV)
navigates within the network. Nodes in proximity to the trajectory of an Autonomous Underwater
Vehicle (AUV) are referred to as gateway nodes, while the remaining nodes are denoted as member
nodes. The gateway nodes take the lead in transmitting control packets, with member nodes sending
data to the gateways using the received signal strength indication (RSSI). Subsequently, data
originating from the gateway nodes is relayed to an Autonomous Underwater Vehicle (AUV). This
approach demonstrates a significantly improved delivery of packet and reduced energy usage.
Nevertheless, issue of the overburden computation on the sink nodes arises, wherein the nodes in
close proximity to the trajectory have a greater forwarding burden for the Autonomous Underwater
Vehicle (AUV). In the event of an autonomous underwater vehicle (AUV) malfunction, the entirety

of the collected data will be irretrievably destroyed.

Seokhoon and colleagues introduced an innovative underwater routing protocol (AURP)
designed to enhance the performance of underwater wireless sensor networks (UWSNSs) by
employing autonomous underwater vehicles (AUVSs) [59]. The protocol utilized by AUVs entails
gathering data from the nodes closest to them, which, in turn, collect data from other nodes to
minimize energy consumption. To achieve this, nodes and AUVs utilize long-distance, low-rate

communication for control packet transmission, capitalizing on its small size. Data transmission
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between nodes employs midrange communication, striking a balance between speed and accuracy.
For proximity between AUVs and the sink, communication protocols prioritize short-range, high-
speed transmissions. While the protocol demonstrates a high delivery of packet ratio, the presence
of numerous control packets in the network results in increased power consumption. Additionally,

the methodology does not account for malfunctioning AUVs.

Guangjie Han proposed a data gathering strategy with high availability to mitigate the
likelihood of failure in Autonomous Underwater Vehicles (AUVS) and the issue of an excessive
amount of control packets. The utilization of many autonomous underwater vehicles (AUVS) inside
the network results in a decrease in energy consumption by the individual nodes. The reduction in
the quantity of control packets within the network can be attributed to the utilization of
predetermined trajectories for Autonomous Underwater Vehicles (AUVs) and the implementation
of a reliable communication time mechanism, which guarantees dependable transmissions [35].
The method for detecting and rectifying malfunctions ensures the data collection scheme maintains
a high level of availability in the event that an Autonomous Underwater Vehicle (AUV) fails to

gather data.



2.4  Comparison of Routing Protocols without Mobile Elements

Table 2.1: Summary of Schemes
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2.6 Research Gap and Directions

The examination of the existing body of literature pertaining to underwater sensor protocols has
revealed several significant shortcomings that merit thorough consideration. These primary
deficiencies are elucidated as follows:

2.6.1 Routing Protocols without Mobile Elements

A central challenge that plagues routing protocols lacking of mobile elements lies in the
uneven distribution of energy consumption among nodes. This issue becomes particularly evident
when a relay node finds itself in close proximity to the receiving node. In such cases, the node near
the end of the data transmission chain consumes a disproportionately high amount of energy
compared to others in the network. This disparity in energy consumption poses a significant
predicament within underwater sensor networks and necessitates the development of routing

strategies that mitigate these imbalances while concurrently boosting packet delivery rates.

To elaborate further, consider an underwater sensor network deployed in a large and complex
underwater environment. The network's objective is to collect data from various sensors distributed
across the environment and transmit it to a central receiving node or sink. Routing protocols are
responsible for determining the most efficient path for data transmission. In scenarios where a relay

node is situated close to the receiving node, it becomes the primary data carrier, leading to intensive



32

energy utilization. This localized energy drain not only jeopardizes the longevity of the relay node

but also creates a bottleneck in data transmission, potentially causing delays and packet losses.

Hence, the crux of the matter lies in designing routing paths that can effectively distribute the
energy burden more equitably among the nodes. This distribution aims to prevent certain nodes
from becoming overburdened, thus promoting balanced energy consumption and ensuring the
network'’s reliability and longevity. Ultimately, the challenge emphasizes the need for innovative
routing strategies that strike a harmonious balance between energy efficiency and optimal packet

delivery, a critical endeavor in the context of underwater sensor networks.

2.6.2 Routing Protocols with Mobile Elements

Routing protocols that incorporate elements which are mobile confront a substantial challenge
related to the delay in data collection. This delay primarily arises from the necessity for
Autonomous Underwater Vehicles (AUVSs) to traverse all nodes and gather data during each
operational cycle. Moreover, the movement speed of AUVs tends to be comparatively sluggish,
particularly when engaged in the data-forwarding phase, where they transport information from
source nodes to mobile elements. Additionally, the mechanical aspects of mobile element(s)

movement introduce further complexities into this process.

To elaborate further, in an underwater sensor network, mobile elements like AUVs play a
crucial role in data collection and dissemination. These AUVs are tasked with visiting individual
sensor nodes distributed throughout the underwater environment to retrieve their collected data.
However, this process of data retrieval is not instantaneous; it entails the AUV navigating through
the underwater space to reach each sensor node, collect data, and move on to the next. This
sequential data collection process inherently introduces delays, especially when dealing with a

large number of nodes.

Furthermore, during the data-forwarding phase, where the AUVs transfer the collected data to

the designated destination or sink node, their movement speed is often constrained, potentially



33

resulting in additional delays. Factors like water flow, water pressure, and obstacles in the
underwater environment can affect the velocity and navigation of AUVs, making their progress

less predictable.

In conclusion, routing protocols that involve mobile elements, while valuable for data
collection in underwater sensor networks, grapple with inherent challenges related to data
collection delays, often attributed to the sequential nature of node visitation, slow AUV movement
during data forwarding, and the dynamic underwater environment. Addressing these challenges is
crucial for optimizing the efficiency and performance of such routing protocols in underwater

scenarios.

2.6.3 Assumption of Constant AUV Velocity

Several AUV-assisted data collection methods commonly rely on the assumption of a
consistent velocity for the AUV. Nonetheless, in the underwater environment, the velocity of an
AUV can be subject to diverse influences, including factors like water flow, water pressure, and
the presence of obstacles. Moreover, the AUV's movement encompasses ascending, descending,
and maneuvering as it navigates to different target nodes, resulting in fluctuations in its velocity.
Consequently, adhering strictly to a fixed velocity assumption can lead to situations where AUVs

fail to reach specific target nodes within the expected timeframe.

To elaborate further, AUVs are employed in underwater sensor networks to collect data
from various sensor nodes distributed across the underwater domain. During their missions, AUVS
must visit these nodes to retrieve the data they have gathered. However, the AUV's travel speed is
not a constant; it can vary due to environmental conditions and the AUV's own actions. For
instance, when encountering water currents, the AUV's velocity may be either enhanced or

impeded, impacting its ability to maintain a consistent pace.

Furthermore, the AUV's movement is not limited to straightforward horizontal motion; it

also includes ascending to the surface, descending to greater depths, and making turns to navigate
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efficiently. Each of these maneuvers can alter the AUV's speed, making it challenging to predict

its exact velocity at any given moment.

In conclusion, the assumption of a fixed AUV velocity in underwater data collection
methods may not accurately reflect the real-world conditions and complexities of underwater
environments. Variations in velocity due to factors like environmental conditions and AUV
maneuvers should be considered to ensure the successful collection of data from all target nodes

within an underwater sensor network.

2.6.4 Reliance on Cloud-Based Data Collection:

The majority of data collection algorithms are designed to operate on cloud platforms, which
are often located at considerable distances from the data source nodes within an underwater sensor
network. The transmission of collected data to these remote cloud resources results in a substantial
increase in energy consumption for the nodes involved in the data transfer process. This heightened
energy expenditure is primarily due to the extended communication distances that data packets

must traverse to reach the distant cloud servers.

To delve further into this matter, when data is collected by sensor nodes within the underwater
network, it must ultimately find its way to the cloud computing infrastructure, where further
processing, analysis, or storage can take place. This entails the transmission of data packets over
potentially long and energy-intensive communication links. As data traverses these extensive
distances, it consumes significant amounts of energy, particularly when considering the power

requirements for signal propagation and data packet forwarding.

Furthermore, the reliance on a centralized cloud platform for data processing and storage can
introduce a vulnerability to the network. In the event of the premature failure of certain critical

nodes within the network—nodes that serve as key communication intermediaries or data relays—
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the entire network's functionality may be compromised. This is because the failure of these critical
nodes disrupts the flow of data, potentially leading to data loss, communication breakdowns, and a

loss of network connectivity.

In conclusion, the deployment of data collection algorithms that transmit data to distant cloud
platforms in underwater sensor networks presents challenges related to increased energy
consumption during data transmission and the network's susceptibility to critical node failures.
These challenges necessitate the exploration of more energy-efficient data processing and routing

strategies, as well as robust mechanisms for network resilience and fault tolerance.

2.6.5 Delay Occurs at the Sink Node

The primary source of delay within a sensor network often manifests at the sink node, particularly
when forwarding packets to onshore control systems. This delay can carry profound implications for the
overall performance of the network, the reliability of data transmission, and the ability to make real-time
decisions based on the collected data. Consequently, the resolution of these shortcomings becomes
imperative in the quest to enhance the efficiency and effectiveness of underwater sensor network

protocols.

To elaborate further, the sink node within a sensor network plays a pivotal role as the central
point for receiving and aggregating data from various sensor nodes deployed in the field. This
collected data is typically destined for onshore control systems, where it undergoes further analysis,
processing, and utilization. Nevertheless, the transfer of this collected data from the sink node to

the onshore control systems may encounter significant delays.
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These delays can have cascading effects on the network's performance. They can impede the